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Trojan Forensic Report

Executive Summary:

This forensic report highlights the analysis of a 32-bit trojan horse that is frequently identified by security
vendors as ghOstRat, or labels such as Injuke, SilverFox, and SwimSnake. The primary executable is
relatively large at 92.2MB and not packed. During execution, the malware uses evasion techniques by
replicating itself into the systems temporary folder, ir sf temp. It is designed for data exfiltration by
using Advapi32.dll to capture sensitive account information including security identifiers, machine idle
times, usernames, computer names, and connection types. The data gathered is formatted into strings such
as _IRSID:, IRAOFF:, and IRAFN:, and exfiltrated to a command-and-control server. The program
maintains a connection through a heartbeat loop until it receives a killswitch (0x200) from the server.
Also, the malware contains a debug flag (/~DBG) that allows the author to test the malware without
automatic self-deletion, which helps further aid development.

Static Analysis
Primary File

File Hashes (Found using PEbear):

SHA256 | 003734348d05ac8087¢497¢214bd871355b168e41c9ee8dS5aa5fcfcdbe6c8a89
SHA1 6€9016472¢82fb65¢ce9bd2162557ec3aff529df5

MD5 edc2659fa344a270e8cd6cfee9782e¢49

Imp 11847646487d56185778df99ff3728a

Architecture: Intel 386 (32-bit)

Offset MName Value Meaning
DC Machine 14c Intel 386
DE Sections Count 5 3
EOD Time Date Stamp 4fdaleda Thursday, 14.06.2012 16:16:10 UTC
E4 Ptr to Symbol Table 0 0
ES Num. of Symbols 0 ]
EC Size of OptionalHeader el 224
v EE Charactenistics 102
2 File is executable (i.e. no unresolved external references).

100 32 bit word machine.



v Sections

> * fext

oooooooe

. & B

Jrdata
.data
JSIC

Jreloc

Path: C:\users\Student\Desktop\malware.exe

60 01 92 ©3 04 B85 06 ©7 88 89 BA BB @C @D BE OF

4D SA 90 00 B3 00 00 90 04 00 00 00 FF EF 0@ 60 MZE...

The executable’s section table contained text, rdata, data,
rsrc, and reloc headers. This hints towards the fact that the
executable is not packed.

The text file shown above was found using strings. The magic number inside of the text file (4D 5A)

shows that the file is an executable file.

)
Type of file:
Description:

Location:
Size:

=

EO

ra

90 Comp ID
98 Comp ID
AD Comp ID
A8 Comp ID
BO Comp ID
B8 Comp ID
co Comp ID

malware exe

The file size of the primary file is 92.2MB which is

Application (.exe)

Setup Application

C:\Users\Student \Desktop
92.2 MB (96,709,174 bytes)

Time Date Stamp 4fdaleda

Ma ' - L} [ ooy 1 |
r =

945chac994c227dc e009e9d1b
945cbal494f627dc 4300aa%d1b
945cbace94cfc2ce 900937309
945cbaa3945dbacT 6400010000
945cbaded4f727dc  1900ab9d1b
945cbact94c627dc 1009a9d1b
945cbact94c127dc 1009d9d1b

quite large.

-

Thursday, 14.06.2012 16:16:10 UTC

40219.158.14 Masm1000 40219
40219.170.67 Utc1600.C 40219
30729.147.9 Implib900 30729
0.1.100 ImportD 0

40219.171.25 Utc1600_CPP 40219
40219.154.1 Cvtres1000 40219
40219.157.1 Linker1000 40219

14
67
9
100
25
1

1

Visual Studio 2010 10.00
Visual Studio 2010 10.00
Visual Studio 2008 09.00
Visual Studio

Visual Studio 2010 10.00
Visual Studio 2010 10.00
Visual Studio 2010 10.00

The above screenshots also show that the executable was compiled using Visual Studio 2010, and was
created on June 14, 2012, at roughly 4pm if the time and date have not been altered.



Many Security vendors have this file hash listed as a trojan labeled as Injuke, SilverFox, SwimSnake, etc.

Popular threat label trojan Family labels generickdg  injuke  silverfox

Security vendors' analysis (G Do you want to automate checks?

AhnlLab-V3

AliCloud AlYac

Antiy-AVL Arcabit

BitDefender CTX

Deeplnstinct DrWeb

Emsisoft eScan

Fortinet GData

Google Huorong

Ikarus K7AntiVirus

Kaspersky

McAfee Scanner

Palo Alto Networks

Rising

R12.exe

File Hashes (Found using PEbear)

SHA256 | 5b8f092f78bd81787ec9bc135fec572002da8347¢c8251093¢3b6103f8875776
SHAI bacde47397c¢0a801f78d00bd033d8a618f2bee5d

MD5 dae5a2a4eb1968bde668e2c41cabaad

Imp bcfOb6e7de705057b360¢929a58da40b

Architecture: Intel 386 (32-bit) )
F4 Machine 14c Intel 386

F6 Sections Count 4 4
v Sections
W text . . -
& dat The sections table includes text, rdata, data, and rsrc. This hints
T
ufi ata towards the file not being packed
oy .data
o .rsrc

Disasm: text  General  Strings DOSHdr  RichHdr  Fil A magic number of 5A4D

shows that the file is an
Offset MName Value

0 Magic number 5A4D

executable.



I R12exe

Type of file:  Application (exe)

R12.exe is only a 504 KB file, which is quite small, this is

Description be the setup executable.
Location: C:\Users\Student\Desktop
Size 504 KB (516,096 bytes)

expected because from the report below, R12.exe is assumed to

Many vendors have flagged R12.exe as a trojan, commonly under the labels of jaik, lotok, and cryp.

Popular threatlabel (D trojan.jaik/lotok trojan Family labels jaik lotok  cryp

Security vendors' analysis

AhnLab-V3

AliCloud

Antiy-AVL

Arctic Wolf

AVG

Bkav Pro

CTX

ALYac

Arcabit

L

BitDefender

CrowdStrike Falcon

Cynet

setupbeta_jisu.exe

File Hashes (Found using PEbear)

Do you want to automate checks?

SHA256 | b6dc8de481a4ad66915¢03a28e95268c00abc4bf27a654b23e23153a7d2482
SHA1 eeb06414929¢c4d666£128a7913903b2{3ec6 812

MD5 721a5b50e5ca0fdc3341577a6fcc4396

Imp 7787029a5717afacbbac673ea7aaac67

Architecture: Intel 386 (32-bit)

Offcet
104

Name Value Meaning
Machine 14c Intel 386




v Sections

B text
& .rdat
". raata The sections table for this executable shows text, rdata, data, rsrc,
"_ -data and reloc. This hints towards the program not being packed.
s .rsrc
.ﬁ .reloc
Qverlay
Offset Name Value The magic number of 5A4D shows
0 Magic number 5A4D the file is executable.
s
ﬁ+ > setupbeta_jisu exe
Type offile:  Application (.exe) The size of the file on the disk is

Description: 360 24 P+ 90.3MB which is quite large.

Location: C:\Users'\Student \Desktop

Size: 90.3 MB (54,787,376 bytes)

Luab.1.dll
File Hashes (Found using PEbear)

SHA256 | 12c¢b9b8159c0ef40ealf28bfc59a29112dc28332bf44b1a5d8d6a8823365650

SHA1 280fac9cf711d93c95f6b80ac97d89cf5853c096

MD5 b5fc476¢1bf08d5161346¢cc7dd4cbOba

Imp 15d95afb470c5£82193b2d9e98fc96d1

Architecture: Intel 386 (32-bit)

Offset Name Value Meaning
E4 Machine 14c Intel 386



v Sections

> * fext

o .rdata The sections table contains text, rdata, data, and reloc, meaning
o -data the file is not packed.
% .reloc
Qverlay
Offset  Name Value The Magic Number of the file shows that

) ) it is an executable.
0 Magic number 5A4D

—
‘ k ua5.1.d

Type of file:  Application extension (.dll)

The size of the file is 318KB, after

looking at the file sizes of this and the

Opens with: 4] shellext.exe Change... ones listed above, it is assumed that
setupbeta_jisu.exe is the file doing

Location: C:\Users\Student\Desktop most of the heavy lifting.

Size: 318 KB (325,960 bytes)

Preparing the Environment

Creating the Executable Handle

While analyzing the file using Ghidra, the file starts at a function that begins by fetching the path of the
current file in execution. This is done via the GetModuleFileNameA function.



int

0040121e

00401223 8

00401229
0040122a
0040122c
00401232

00401£7£

00401£84
0o040lzfce

In FUN_004

00401252

00401258
00401252

004012€0
00401263
00401265

70

c3

e8

=&

gb
28

¥

&

70
)
89
15
83
75

undefined

04
00
cl
00

00
15
40

Sa

=&

ce

a8

=&

01

20
00

f2

£2

undefined

assume ro

ECX:4

GetExePath

PUSH

ADD

PUSH

PUSH

CALL

RET

CALL

MOV
CALL

fastcall GetExePath(int ExePath)

XREF[1]: FUN_00401

ExsPath
0 X 0

dword ptr [->KERNEL32.DLL::GetModuleFileNameA]

GetExePath After the file path is found, the program moves the

file path into a variable that is used in the function
call to FUN 00401233.

ExePath, ESI
FUN_00401233

01233, The previously found file path is opened and a handle for the file is created.

PR W W

15
40
ds
Se
0o
fb
1b
Sc

0 00

1c
(ufu]

30
0o

&

72

CALL

MOV
MOV

cMp
JNZ
PUSH

dword ptr [->KERNEL32.DLL::_lopen]

EBX, ERX

dword ptr [ESI + 0x1530],EBX

EB¥, -0xl
LAB 00401280

8 Unabkle to open_archive file 004072%c

Allocating Memory to the Executable

After the program successfully creates a handle to the currently executing function, the program attempts
to allocate 128KB of memory to the running executable.



00401265

00401262

004012¢&d

0040126

00401274

0040127b

00401280

00401285

00

[ e 1]
O T

|

15

oo

FUSH

PUSH
CALL

LAB 00401280
PUSH

CALL

3_Unable_to_open_archive file 004072%c

ST (B
S5I,0xE

m m

dword ptr [->EERNEL32.DLL::lstrcpyR]

dword ptr [EBP + local_c],0x32

LRB 004014bf

XREF[1]: 00401263 (
0x1£400

_malloc

It is important to note, as this function and the following functions are executing, the program is tracking

the success of the functions by returning the value stored in the variable /ocal c. The job of this variable
is to tell the calling function how successful the execution was of the called function to determine the next
path of execution.

004014cS
004014c8
004014cH
00401l4ca
004014ch
0040l4cc
004014cd

b 45

5%
St
Se
Sb

c3
c3

=1
id

MOV
BOP
POP
POP
POP
LEAVE
RET

ERX,dword ptr [EBP + local_c]
param 1

If the first function runs successfully and the handle is opened, meaning that /ocal c returned as zero, the
program falls through the jump if not zero command to the function FUN_0040188b.

00401f8¢6

00401f8b
00401f8d
0o401f8f
00401£91

00401£93 38

00401£55

esd

=&

gb
33

asd

=&

dsg

£F

df
30
ce
fl

£2

CALL

MOV
XOR
CMP
JNZ
MOV
CALL

FUN_00401233

rov ooT

LAB 00401fc3

ExePath, ESI
FUN_0040128b

At FUN_0040188b, the program saves the current directory of the executable inside of the variable

local 10c.
004018bd

004018c3
004018c4

T

70
S€
ad
fe

15

40

o
=]

&

o4
0o

P =]
Lo

&

CALL

PUSH

dword ptr [->KERNEL32.DLL::GetCurrentDirectoryl]

M m

AX=>local_l0c, [EBP + Oxfffffefs]




Hiding the Malware

After the program successfully saved the current directory, it attempts to locate the temp folder on the
system. If the temp folder is found the program replicates and stores itself inside of the machines temp
folder to avoid detection.

004018dd ££ 15 90 CALL dword ptr [->KERNEL32.DLL::GetTempPathA]
70 40 00 -

004018e3 8b 1d 50 MOV EBY,dword ptr [->KERNEL32.DLL::lstrlend]
70 40 00

00401829 2d b7 08 LEA ESI, [EDI + 0x1008]
10 00 00

004018ef 5é PUSH E

004018£0 ££f d3 CALL EBX=>KERNEL32.DLL::1strlenl

004018£2 8b 3d 8c MOV EDI,dword ptr [->KERNEL32.DLL::lstrcpyA]
70 40 00

004012f8 83 £f8 02 CMP ERX, 0x2

004018fb 7e la JLE LAB 00401817

004018£fd 8b 8d e0 MOV param 1l,dword ptr [EBP + local_424]
fb ff ff

00401903 S5é PUSH ESI

00401904 =38 3e fe CALL FUN_00401747
£f It

00401909 85 c0 TEST EAX, EAX

0040190b 74 0a Jz LAB 00401917

0040190d 5S¢ PUSH

0040190e 2d 85 £8 LEA , [EBP + Oxfffffefs]
fe ff ff

00401914 50 PUSH EAX

00401915 ££f 47 CALL EDI=>KERNEL32.DLL::1strcpyA

'D03E196E| return to malware.003E196E from 227 The screenshot to the left is from x32dbg,

DD3ET46C 1 . "%sis_%d" :
0aeSE?10) e !\"gggersi\gwdem\w ata\\Local\\rempi\+ Where the address of the temp folder is captured

003E7474 malware."_ir_sf_tem

........ by the program.

~

The screenshot to the right  ocalDisk (C) > Users » Student > AppData > Local » Temp > _ir sf temp 0
shows the program files

-~

after they have relocated Name Date modified Type Size

themselves into the ) lua5.1.dll 5/1/2026 6:39 PM Application exten... 319 KB

machines temp folder. R12.exe 2/9/2026 7:58 AM Application 504 KB
s, setupbeta_jisu.exe 1/23/2026 9:21 AM Application 92,566 KB

After moving the program files to the temp folder, the program continues execution and falls through the
jump conditional and continues to function FUN_004014ce.



00401£95 e8 £1 £8 CALL FUN_0040188b

£ E&

00401f% &b d2 MOV

00401£f9%c 3b df CMP

00401£%= 75 23 JNZ LAB 00401fc3
00401fa0 8b ce MOV ExePath, ESI
00401lfa2 =8 27 £5 CALL FUN_004014ce

Launching the Setup Executable

In FUN _00401ce, the program attempts to launch the setup executable that was moved inside of temp. If
Execution is successful, the program continues to FUN _004015e0.

00401fa2 e8 27 £S5 CALL FUN_004014ce
00401£fa7 Sb ds MOV EBX, EAX
00401fa% 3b df CMP EBX,EDI
00401fab 75 lé JNZ LAB 00401fc3
00401fad &b ce MOV ExePath,ESI

0040l1lfaf e8 2c £

o

CALL FUN_004015e0

£ &5

iAd Al

In FUN_004015e0, the program begins to execute an encryption function to cover up the setup
executables behavior after the environmental setup is complete (setup.exe is inside of temp folder). First,
the program locates and attempts to read the setup file inside of the 128KB buffer that was created.

004014£5 57 PUSH EDI
004014f¢ €a 00 PUSH 0x0
004014£f8 ff b€ 38 PUSH dword ptr [ESI + 0x1538]
15 00 00
004014fe ff bE 30 PUSH dword ptr [ESI + 0x1530]
15 00 00
00401504 ££ 15 18 CALL dword ptr [->KERMEL32.DLL::_llseek]
70 40 00
00401502 £f be 40 PUSH dword ptr [ESI + 0x1540]
15 00 00
00401510 53 PUSH EBX
00401511 ££f bé 30 PUSH dword ptr [ESI + 0x1530]
15 00 00
00401517 ££f 15 14 CALL dword ptr [->KERNEL32.DLL::_ lread]

70 40 00




Encrypting the Setup Executable

Once the setup folder is read, the program begins xor encryption with a value of seven on each byte inside
of the setup executable using using a for while loop.

004015€2 &b
00401564 a9

004015&5 3b ¢

15
0040156b 77
004015&d 72

004015€£f 3b

15

00401575 73 0

00401577 20
0040157b 41
0040157c 21

07
00401582 Tc

cl

34

fs

oo
de

4

4

00

4
0

1% 07

0
0

dd

0

0

LAB 004015&2
MOV
CDQ
MP

JA
JCc
CMP

JNC

LAB 00401577
XOR
INC

cMP

JL

ERX,param 1

EDX,dword ptr [ESI + 0xl1544]

LAB 00401584

LAB 00401577

ERY¥,dword ptr [ESI + 0x1540]

LAB 00401584

byte ptr [param 1 + EBX*0x1],0x7

param_l
param 1,0x7d0

LAB 00401562

XREF[1]:

KREF[1]:

After encryption has completed, the program writes the memory back to the buffer.

00401584 £f beE 40
15 00 00

0040158a 53
0040158 57

0040158c ££f 15 20

LAB 00401524
PUSH

PUSH
PUSH
CALL

dword ptr [ESI + 0x1540]

EBX

XREF[2]:

dword ptr [->KERNEL32.DLL:: lwrite]

00401582 (3)

004015&d(73)

0040156k (])

Once the program successfully encrypts the setup executable inside of temp, it continues execution to the
function FUN_004015¢0.
27 £5

00401fa2 e8

f£f
00401fa7 &b
00401£a% 3b
00401fab 75
00401fad b
00401faf e8

£
1

£f
ds
df
16
ce
2c

s&
s

o

CALL

MOV
MP
JNZ
MOV
CALL

FUN_004014ce

FRY FDT

LOA,LUL

LAB 00401fc3

ExePath,ESI
FUN_004015e0

Parsing the Lua DLL



At FUN 0040150, the program navigates to a specific offset of the file using Ilseek and then calls
_lread to read 8 bytes of the buffer at that offset. This is the file size of a Lua DLL that the program is

trying to read from.
004015£3 50 PUSH ERX
004015f4 ££f be 38 PUSH dword ptr [ESI + 0x1538]
15 00 00
004015fa &89 45 fc MOV dword ptr [EBP + local_8],ERX
004015fd ££f be 30 PUSH dword ptr [ESI + 0x1530]
15 00 00
00401603 &85 45 £f0 MOV dword ptr [EEF + local_l4],ERX
00401606 29 45 £4 MOV dword ptr [EBP + local 10],ERX
00401609 ££ 47 CRLL EDI=>KERNEL32.DLL::_llseek
00401€0b &b 1d 14 MOV EBX,dword ptr [->KERNEL32.DLL::_ lread]
T0 40 00
00401611 €a 08 PUSH 0x8
00401613 &d 45 £0 LER ER¥=>local_l4, [EBF + -0xl0]
00401€lé 50 PUSH EAX
00401617 ££f be 30 PUSH dword ptr [ESI + 0x1530]
15 00 00
00401€1d ££ 43 CALL EBX=>KERNEL32.DLL::_lread
0040161f 83 £8 08 CMP EAX, 0x8
00401622 74 18 JZ LAB_0040163c
00401624 &3 S5c 73 PUSH s_Could not_find Lua DLL file size 0040735c
40 00
00401629 ad 46 08 LEA EAX, [ESI + 0x8]
0040162c 50 PUSH ERY
0040162d ££f 15 8c CALL dword ptr [->KERNEL32.DLL::lstrcpyAl]

L) An

After the program knows exactly how much data needs to be extracted from the DLL, it attempts to
allocate memory using malloc.

0040165e €a 00 PUSH 0x0

00401660 ££f be 38 PUSH dword ptr [ESI + 0x1538]
15 00 Q0

004016ee ££f be 30 PUSH dword ptr [ESI + 0x1530]
15 00 00

004016ec £f d7 CALL EDI=>KERNEL32.DLL::_llsesek

0040166e ££f 75 £f0 PUSH dword ptr [EBP + local_l4]

00401671 ££ 75 £8 PUSH dword ptr [EBP + local_c]

00401674 ££ bé 30 PUSH dword ptr [ESI + 0x1530]
15 00 00

0040167a ££ d3 CALL EBX=>KERNEL32.DLL::_lread

0040167c 33 c9 XOR param l,param 1

00401&7e 3b 45 £f0 CMP ERX,dword ptr [EBP + local_l4]

00401681 Of 85 8 JNZ LAB 00401708

00 00 00



If allocation fails, it jumps to LAB 00401729 where the program prints “Failed to alloc memory”

00401729

0040172e
00401731
00401732

Once memory is

€8
40
83
5¢€
ff
70

£0
00
cé

15
40

memory buffer.

00401e5e
00401660

004016¢c¢

0040166c
0040lcee
00401671
00401674

00401e7a
0040167c
00401e7e
00401681

ca
£t
15
£ff
15
fr
ff

=
i

3 4
15
ff
33
3b
0f

0o

0o
bé
0o
bé
Qo
d7
75
75
bé
00
d3
c9
45
85
00

72

8c

00

LAB 00401729
PUSH

ADD
PUSH
CALL

XREF[1]: 00401658 (3)
s Failed to_alloc memory. 004072£0

dword ptr [->KERNEL32.DLL::1lstrcpyi]

allocated, the program attempts to read contents from the DLL into the newly created

00
30
00

f0

2
<

30
00

f0
81
00

PUSH
PUSH

PUSH

CALL
PUSH
PUSH
PUSH

CALL
XOR
cMP
JNZ

0x0
dword ptr [ESI + 0x1538]

dword ptr [ESI + 0x1530]

EDI=>KERNEL32.DLL::_llseek
dword ptr [EBP + local_ l4]
dword ptr [EBP + local_c]
dword ptr [ESI + 0x1530]

EBX=>KERNEL32.DLL::_lread
param l,param 1

EAX,dword ptr [EBP + local_l4]
LAB 00401708

If the read fails, the program jumps to LAB_00401708, where it prints, “Failed to read Lua DLL” .

00401708

00401704
00401710
00401711

€8
40
83
56
ff
70

08
00

-

co

15
40

73

LAB 00401708
PUSH

ADD
PUSH
CALL

XREF[2]: 0040le81(]3), O«
3 Failed to read Lua DLL 00407308

ESI,0x8
ESI
dword ptr [->KERNEL32.DLL::lstrcpyi]

Writing From the Lua DLL



The program then attempts to create a new file with the data read from the Lua DLL using [create. If the
program fails to do so, it prints “Unable to open Lua DLL file”. Otherwise, it jumps to LAB_004016be.

00401691 51 PUSH param 1

00401692 8d 86 Zc LEA ERX, [ESI + 0Oxl42c
14 00 00

00401698 50 PUSH ERX

00401699 £f 15 24 CALL dword ptr [->KERNEL32.DLL:: lcreat]
70 40 00

0040169f &b £8 MOV EDI,ERX

0040leal 83 £ff ff CMP EDI,-0x1

0040lead 75 13 JNZ LAB 00401€be

004016a€ €8 40 73 PUSH s Unable to_open Lua DLL file 00407340
40 00

0040leak 8d 46 08 LEA ERX, [ESTI + 0x8]

00401€ae 50 PUSH EAX

00401l6af £f 15 8c CALL dword ptr [->KERNEL32.DLL::lstrcpyl]
70 40 00

At LAB 004016be, the program attempts to write to the new file with the data from the Lua DLL using
_lwrite.

LAB 0040l€be XREF[1]: 004016a4(3)
004016ke ££f 75 £f0 PUSH dword ptr [EBF + local_ 14]
0040lecl ££ 75 f8 PUSH dword ptr [EEFP + local_c]
004016cd 57 PUSH EDI
00401lecs ££ 15 20 CALL dword ptr [->KERNEL32.DLL::_ lwrite]
70 40 00
004016ck 33 c9 XOR param_l,param 1
00401l6cd 3b 45 £f0 CMP ELY,dword ptr [EBF + local 14]
00401ed0 75 05 JNZ LAB_00401ed7
0040l6d2 3b 4d £4 CMP param l,dword ptr [EBF + local 10]
00401eds 74 16 JZ LAB_0040leed
The Debug Flag

It is important to note that if any one of the above functions fails, meaning the return value was nonzero,
execution will be redirected to LAB_00401fc3. It is at this point the program must decide whether to hide,
or continue. One way the function decides how to continue is the global variable DAT 0040ab80 which
acts as a debug flag.
LAB_00401£c3 XREF[4]: 00401£91 (
00401fab (
00401fc3 3% 3d 30 cMp dword ptr [DAT_0040ab80],EDI
ab 40 00
00401£c9 75 5d JNZ LAB_00402028



The debug flag is initalized as zero, meaning that the program is not being ran in debug mode.
For the debug flag to be changed, the string “/~DBG” would have to be present, alerting the program that
It is being ran in debug mode.

00401122 €8 b8 71 PUSH s /~DBG 004071b8
40 00

00401127 ea £f PUSH -0xl

0040112% 24 &85 f8 LEA ER¥=>local_l0c, [EBP + Oxfffffefs
fe ff £ff

0040112£€ 50 PUSH ERX

00401130 5¢ PUSH SI

00401131 €a 7f£ PUSH 0x7f

00401133 ££ 15 94 CALL dword ptr [->KERNEL32.DLL::CompareStringl]
70 40 00

00401139 23 £8 02 CMP EAX, 0x2

0040113c 75 0& JNZ LAB 00401144

0040113= 289 35 80 MOV dword ptr [DAT 0040ab80],ESI

If the program is being ran in debug mode, meaning the debug flag is nonzero, the program will jump to
LAB 00402028, where the program ends prematurely.

LAB 00402028 XREF[2]: 00401fco |
Q0402028 5f FOP EDI
00402029 Se POP ESI
0040202a 8b c3 MOV AX
0040202c Sb POP
0040202d c3 RET

The purpose of this is not evasion of a debugger, it is a feature that the developer of the program can use
during creation and testing. If the malware runs into an error, and it is not in debug mode, there are two
options; Both of which depend on if the program handle was created successfully. If the program handle
failed to initialize, the program falls through the jump conditional and deletes itself from the machines
temp folder to avoid detection and clean uo after itself.

00401fcd ££ 15 70 CRLL dword ptr [->KERNEL32.DLL::S5leep]
70 40 00

00401£fd3 &8d 36 24 LEA ERX, [ESTI + 0x1224]
12 00 00

00401£d9 3% be Oc CMP dword ptr [ESI + 0xlldc],EDI
11 00 00

00401£fdf 74 21 JZ LAB 00402002

00401fel Eb 3d 4c MOV EDI,dword ptr [->KERNEL32.DLL::DeleteFileA]
70 40 00

00401£e7 50 PUSH EAX

00401fes ££f 47 CALL EDI=>KERNEL32.DLL: :DeleteFilel

Without the debug flag, the developer would run into the program deleting itself every time that it fails,
leading to a nightmare during testing.




Data Collection

Creating The Information Buffer

Once the program has written data from the Lua DLL, the program continues to the data collection phase
on the target. In FUN 00401b8c (which has been renamed to MalwareMain), before GetCurrentProcess is
called EAX and 0x8 are pushed onto the stack. It is important to note that GetCurrentProcess takes no
arguments. After GetCurrentProcess executes, EAX is filled with the process handle. After this,
OpenProcessToken is called with the process handle as the return value from GetCurrentProcess, the
desired permissions as 0x8 (Token Query), and local 134 and the place to put the token that is opened as
a result. Since the desired permissions are so low, the function will almost always complete successfully,
which will skip the jump at memory address LAB_00401deS.

00401d13 &3 a5 do RND dword ptr [EBP + local_134],0=x0

00401dla 8d &5 do LER EAX=>local 134, [EBP + Oxfffffed0]

00401d20 50 FUSH

00401d21 €a 08 PUSH 0x8

00401d23 ££f 15 &8 CALL dword ptr [->KERNEL32.DLL::GetCurrentProcess]
70 40 00

00401429 50 PUSH EAX

00401ld2a ££f 15 04 CALL dword ptr [->ADVAPI3Z.DLL::OpenProcessIoken]

00401430 8 TEST ER¥,ERX

00401d32 0 JZ LAB 00401des

If the jump instruction falls through, the program will then allocate memory using malloc. If malloc
succeeds, it returns a pointer to the allocated memory space, and then stores that saved memory space into
local 138. Then, the program checks if malloc succeeded, and falls through the jump if it

did.

00401d3f €2 00 40 PUSH 0x4000
00 00
00401d44 =8 €3 Qa CALL _malloc
00 Q0
00401d45 59 POP param 1
00401d4a 89 85 cc MOV dword ptr [EBF + local_l138],ERX
00401d50 85 c0 TEST EAX, ERX
00401d52 0f 24 90 JZ LAB_0040ldes
00 00 00

Fetching Security Identifier



Next, the program passes five arguments onto the stack before calling GetTokenInformation. The first
argument is the token handle that the function will gather information on. This handle was created in
OpenProcessToken. Argument two is 0x1 which tells the function that the buffer passed in next should be
filled the user account information of the token. Argument three is the buffer that the program will fill
with the user account information of the token. This argument is passed in as EAX which is the 16KB
buffer created from malloc previously. Argument four is the token information length which just tells the
function the length of the buffer it is writing into, which is 16KB in this case (0x4000). The last argument
is a buffer that the function writes how many bytes the information buffer requires to fit the information,
if it is not large enough the function fails, and the jump condition falls through. Finally, the program gets
ready to process the information by zeroing out local 130.

00401d5e 51 PUSH param 1

00401d5f €3 00 40 PUSH 0x4000
00 00

00401de4 50 PUSH EAX

00401de5 €a 01 PUSH 0xl

00401de7 ££f b5 doO PUSH dword ptr [EBF + local_ 134]

00401ded ££ 15 00 CALL dword ptr [->ADVAPI32.DLL::GetTokenInformation]
70 40 Q0

00401473 85 cO TEST EAX, EAX

00401475 74 71 JzZ LAB 00401des

00401477 83 a5 d4 AND dword ptr [EBF + local_130],0x0

£ £€ £€ AN

Next comes processing the information. After local 130 is zeroed, the address is stored into EAX. EAX is
then pushed onto the stack. After EAX is pushed, the previously saved memory space from malloc is
saved into EAX and then pushed as a pointer to the stack, then FUN_ 00401821 is called.

00401d7e &d 85 d4 LER EAX=>local_130, [EBP + Oxfffffed4]
00401484 S0 PUSH EAX

00401d85 8b 85 cc MOV EAX,dword ptr [EBP + local_138]
00401dsb £f£f 30 PUSH dword ptr [ERX]

00401ds8d &b cb MoV param _1,EB]

00401d8f &8 8d fa CALL FUN_00401821

FUN 00401821 reveals a lot of functionality in the first couple of lines. The first thing it does is load
Advapi32.dll which is used for interacting with user accounts, permissions, and

the registry. This is a huge red flag, because the calling function passed in a

buffer that contains user account information, meaning it passed that buffer

off to a function that can process it.

00401826 €8 9c 73 PUSH s_Advapi32.dll_004073%9¢c
40 00
0040182b 33 f£f XOR EDI,EDI
0040182d £ff 15 3c CALL dword ptr [->KERNEL32.DLL::LoadLibraryi]

70 40 00



Converting Security Identifier to String

After LoadLibrary is called, the library handle is stored in ESI. The next comparison checks if the library
was fetched successfully; by comparing the ESI register which is supposed to hold the library handle to
the zeroes out EDI register, the program can quickly tell if the library handle is nonzero, which makes the
jump fall through.

The function performs a validation check on param_2, which holds the base memory address of the buffer
containing the retrieved account information. By comparing param 2 to EDI (which was previously
zeroed via XOR), the program verifies that the pointer is not NULL. If the pointer is valid (non-zero), the
conditional jump is not taken, and the execution falls through to the next instruction. This safety check
ensures the malware does not attempt to process a null memory address, which would result in an
application crash.

The function then dynamically fetches the ConvertSidToStringSidA function by passing in the handle to
Advapi.dll and the string “ConvertSidToStringSidA” to GetProcAddress, which returns the address of the
ConvertSidToStringSidA function so it can be used. The address is then compared to EDI which is the
zero register to verify that EAX has successfully stored the memory address of ConvertSidToStringSidA.

00401833 &b £f0 MOV ESI,ERX

00401835 3b £7 CMP ESI,EDI

00401837 74 2b JZ LAB 004013¢€4

00401839 39 7d Oc CMP dword ptr [EBP + param 2],EDI

0040183c 74 2¢€ JZ LAB 004013¢€4

0040183e 39 7d 08 CMP dword ptr [EBP + param 1],EDI

00401841 74 21 JZ LAB 004013¢€4

00401843 &2 84 73 PUSH s_ConvertSidToStringSidA 00407384
40 00

00401848 56 PUSH ESI

00401849 ££ 15 38 CALL dword ptr [->KERNEL32.DLL::GetProchddress]
70 40 00

0040184f 3b c7 MP EAX,EDI

00401851 74 Oa JZ LAB 0040185d

The account information buffer and empty buffer passed into this function are being carried and passed
into ConvertSidToStringSidA which was dynamically loaded into EAX.

In the ConvertSidToStringSidA function, it converts the security identifier of the account into a string
format and stores it into the empty buffer passed in as param_1. After, the return value for
ConvertSidToStringSidA is stored in EDI, and the program frees the library that was loaded previously to
attempt to hide its footprint. The function returns the value 0x8 which is the access identifier for
TOKEN_QUERY.



00401853 ££ 75 Oc PUSH dword ptr [EBP + param 2]

00401856 ££ 75 08 PUSH dword ptr [EBP + param 1]
00401859 ££f do0 CALL EAX
0040185b 8b £8 MoV EDI,ERX
LAB 0040185d XREF[1]: 00401851 (3)
0040185d 5S¢ PUSH ESI
0040185e ££f 15 34 CALL dword ptr [->KERNEL32.DLL::FreeLibrary] =
70 40 00
LAB 00401364 XREF[3]: 00401837(j), 0040183c(j),
00401841 (3)
004018¢€4 &b c7 MOV EAX,EDI
00401866 Sf POP EDI
004018€7 Se POP ESI
00401868 S5d POP EBP
004018€9 c2 08 00 RET 0xs
?ss’w‘w—— Wide FPU )
§§ = ﬁ,,";,"’g,”’ EAX 7BASEEOD  <advapiaz.ConvertsidTo
3308 Xor ebx, ebx ECX  1GFACI9E
cmp dword ptr ss lebp-(l.ebl EDX  TEASEE0D <advapi32.ConvertsidTo
~ OF84 F0550100 je advapi32.76A: EBP  OOSEE194
mov eax,dword pti lebp el eax:ConvertSidTostringSida ESP  OOSEE180
895D F4 oy aword per 5s:Renp Ch.ebx ESI  76A40000 advap132.76440000
:zsn F8 :w auora ptr 551 febp-o ) ebx [ebp-08] :wsprintfa | DI 00000000
5 Past :2: eax eax:ConvertsidTostringSida EXP FRASENED Sadep{32.Caner LRIdTD
~ OF84 31560100 jl mwh: 76A74458 EFLAGS 00000304
FF15 FC194876 dword ptr ds:
- ores tu‘mw{e" 320 76asera g o Laststatus C000003¢ (STAYUS_DI§:CS$ZNMU
g:;':e::oooo -wzx eu.ma ptr ss:fedp-c§ eax:ConvertS1dTostringsida
83€0 02 ax, 2 eax:ConvertsidTostringsida GS 0028 FS 0053
0 pus: eax eax:ConvertsidTostringSida €S 0028 DS 0028
FF15 9411AB76 ﬁ dword ptr ds:[<LocalAllocs] £3,0025, 83,0028
::; FC ~ 5."&5‘,:' ss:febp- 4, ebx E:;;fg:}f;;f:ﬂg:"'msm ST(0) 00000000000000000000 X870 Empty O.
e ~ 0F84 BASS0100 ‘amu‘uu«u ) S
o OFB745 F4 movzx eax,word ptr ss:febp-cl eax:ConvertsidTostringsida
. 8070 02 Tea es1,dword per de:feax-2] eax+02:ConvertsidTostringsidas2
o|7easeeso DaEE— shr s




Cc2 0800

50

FF15 401AAB76
50

FF15 7811AB76
33FF

FEE s

push eax

€all dword ptr ds:[<RTINTtStatusToDOSErr
push eax

€all dword ptr ds:[<SetLastError>]

xor edi,edi

== _33]
o
°
L3
B
5
o 85DB test ebx,ebx
° ~ 75 CE jne advapi32.76ASEF24
o ~ EB D3 jmp advapi32.76ASEF2B
° 885D FC mov ebx,dword ptr ss:[ebp-4] [ebp-04]:1strcats
o 33FF xor edi,edi
B ~ EB C5 jmp advapi32.76ASEF24
° cC int3
o cC int3
e |7 [« int3
. cC int3
° CcC int3
° cC int3
3 cC int3
° CC int3
° CcC int3
° cC int3
" cC int3
© cC int3
o cC int3
e CcC int3
© cC int3
° cC int3
£l cC int3
3 8BFF mov edi,edi
o 55 push ebp
o 8BEC mov ebp,esp
° 83EC 08 sub esp,s
° 56 push esi
o 8875 N8 mav osci canerd are cce-flohn. o

[ebp-04]=[00SEE190 <&lIstrcatA>]=<kernel32.lstrcatA>

8 advapi32.d11:$1EF58 #1E358

02B80050

SEELSS || OOSEE268
O0OSEEL18C || 76291620
DO5SEEL90 | 76DOF640
~00SEE394
[00431D24
02B80050
O0SEE268
00000000
OOSEE3BS8
00000000
00000044
00000000
00000000

nmanomuok nvmj

return to malware.00431858 from 777

&"S-1-5-21-2602666278-2167643177-2780734493-1001"

user32.wsprintfA
kernel32.1strcatA

return to malware.00431D94 from malware.00431821

&"S-1-5-21-2602666278-2167643177-2780734493-1001"

After FUN 00401821 has stores the SID string into EAX, FUN_00401b8c checks that EAX is not zero,
and checks that the buffer containing the user SID string is nonzero. If these both succeed it would mean
that local 130 successfully has the user SID string stored and is ready to proceed.

After the function has deemed it is ready to continue, the user SID string is pushed onto the stack as

local 130. EAX is loaded with the address of 292 byte character array which is the maximum length of a
Windows SID string. Parameter two is then passed as the string “ IRSID:%s”, and parameter three is the
SID string which is being passed in as EAX. After the parameters are all pushed, wsprintfA is called
which stores the formatted output “_IRSID:(account security identifier)” into the 292 byte buffer passed

into wsprintfA.



[ebp+10]:1str
cax: "\2-2IRTS

wvsprintfA

eax: "\"_IRTS

[ebp+10]:1str

esi:lIstrcatA
esi:listrcatA
edi:wsprintfa

00401d8f &8 8d fa CALL FUN_00401821
ff ff
00401d94 85 c0 TEST EAX, EAX
00401d%6 74 44 JZ LAB 0040lddc
00401498 83 bd d4 cMP dword ptr [EBF + local_l30],0x0
fe £f £f 00
0040149 74 3b Jz LAB 00401lddc
00401dal ££f b5 d4 PUSH dword ptr [EBP + local_130]
fe ff ff
00401da7 8d 85 ds LEA EAX=>local_l2c, [EBP + Oxfffffeds)
fe ff ff
00401dad €2 a4 74 PUSH s_"__IRSID:%s"_004074a4
40 00
00401db2 50 PUSH ERX
00401db3 ££ d7 CALL EDI=>USER32.DLL: :wsprintfA
.
e|l76291622 55 push ebp
e||76291623 8BEC mov ebp,esp
e||76291625 8D45 10 lea eax,dword ptr ss:[febp+10]
e| 76291628 50 push eax
e 76291629 FF75 0OC push dword ptr ss:[febp+C
e®|7629162C FF75 08 ush dword ptr ss:febp+
® | 7629162F ES8 0C000000 <user32.wvsprintfa>
076291634 sSD ebp
76291635 Cc3
e||76291636 ccC int3
®||76291637 cc int3
®|76291638 cC int3
76291639 cC int3
®|7629163A cc int3
®|76291638B cc int3
®|(|7629163C cC int3
®|7629163D cC int3
®||7629163E cC int3
®||7629163F cc int3
®||76291640 8BFF mov edi,edi
e||76291642 55 push ebp
e||76291643 8BEC mov ebp,esp
®||76291645 83EC 44 sub esp,44
| 76291648 Al BCE42F76 mov eax,dword ptr ds:[762FE4BC]
®|7629164D 33CS xor eax,ebp
®|7629164F 8945 FC mov Mrd ptr ss:[ebp-4§,eax
e||76291652 8B45 10 mov eax,dword ptr ss:[febp+10J
76291655 3302 xor edx,ed
®[|76291657 53 push ebx
e[ 76291658 8B5D 0OC mov ebx,dword ptr ss:|ebp+C§
®|76291658 56 push es1
®|[7629165C 8875 08 mov esi,dword ptr ss:[febp+s}
®(|7629165F 57 push ed1
— | TS T RANR mov cl _hute nte de-Tehyl
tfA>

r32.d11:$41620 #40A20 <wsprintfaA>

JOSEE198

'I\!l sts:o\ﬂll
JOSEEL1SC || 004374A4 | malware. "\"__

IRSID:%s\""

JOSEELAD || 00968B60| "S-1-5-21-2602666278-2167643177-2780734493-1001"
00000000

JOSEE1A4
WncEE1AR



0 wwuuuwuuu EEREE SUDTI DS WVIPT FIILE A

B 5D pop ebp

© c3 ret

= cC int3

< cC int3

“ cC int3

< cC int3

e cC int3

= cc int3

© cC int3

e cC int3

v cC int3

e 7¢ } CcC int3

®||76291640 8BFF mov edi,edd wvsprintfa
®[|76291642 55 push ebp

© 8BEC mov ebp,esp

© B83EC 44 sub esp,44

e Al BCE42F76 mov eax,dword ptr ds:[762FE4BC]
< 33Cs xor eax,ebp

B 8945 FC mov dword ptr ss:[ebp-4J,eax

© 8B45 10 mov eax,dword ptr ss:[ebp+10j [ebp+10]:1strien
@ 3302 xor edx,edx

e 53 push ebx

© 8B5D 0OC mov ebx,dword ptr ss:[febp+C}

© 56 push es?

© 8B75 08 mov esi,dword ptr ss:[febp+sj

© 57 push edi

Y 2408 mav o1 hyutre nte deesTabhyl

00431DBS | return to malware.00431DBS from 777

O0SEE26C| "\"_IRSID:S-1-5-21-2602666278-2167643177-2780734493-1001\""
004374A4 | malware. "\"_IRSID:%s\""

00968B60| "S-1-5-21-2602666278-2167643177-2780734493-1001"

00000000

After the program captures the SID, the program adds a space to a larger buffer (DAT 004074¢e0) with the
first IstrcatA call. This large buffer will be exfiltrated from the targets system to the attackers system.
After it adds the space, it saves the SID string address to EAX and then pushes EAX, followed by the
larger buffer to add the formatted SID string to a formatted buffer containing other user information.

00401dad 68 a4 74 PUSH s_"_ IRSID:%3™_004074a4
40 00
00401db2 50 PUSH I
00401db3 £f d7 CALL EDI=>USER32.DLL: :wsprintfA
00401db5 83 c4 Oc ADD ESP,0xc
00401db& €8 =0 7 PUSH DAT 004074=0
40 00
00401dbd 8d bb 08 LER EDI, [EBX + 0x808]
08 00 00
00401dec3 57 PUSH EDI
00401dcd £f dé CALL ESI=>KERNEL32.DLL::1strcath
00401dcé 8d 35 ds LER EAX=>local l2c, [EBF + Oxfffffedt]
fe ff ff
00401dcc 50 PUSH ERX
00401ded 57 PUSH EDI
00401dce If de¢ CALL ESI=>KERNEL32.DLL::1lstrcath

Capturing Other User Information

The program captures four other formatted user information strings and adds them to the large buffer to be
exfiltrated. This is why a single space is being added before adding the information string. The four other
fields are the follwing:



1.) The users active offline flag (how long the machine has been idle for), saved as
“ TRAOFF:(users offline flag stored as a string)”.

2)

00401e13 &R
0040118 50
00401c1% A%
144
00401c1e A%
I
0040125 A%
I
00401c2k A%

00401231 £t
0040133 A3
00401c36 Ad

00401e3e 50
00401ei3d It

0040143 Ak

00401c4% RS

0n401cdk 74

00401c4d &R

0040152 RAd

0040158 50

00401e5% It

00401ehb Ad

00401c61 50
0040162 Ad

00401eRR 50
00401:6% It

«4 74 a0 o0 FUSH
PISH
b5 20 fa If MOV
bh 50 fa ff MOV
L5 24 fa If MOV
L5 4R fe IF Loy
a7 CALL
od 34 ADD
B3 OR OR 00 LER
FUSH
15 &0 70 40 CALL
ah a0 70 40 MOV
el TEST
i JE
«0 74 a0 oo FUSH
A3 0R OR 0O LER
PISH
db CALL
LAR 004015k
A5 4R fa I1 LER
PISH
A3 0OR OR 00 LER
FUSH
di CALL

2 TRAOFF: %T6du_004073a4
AR

dword ptr [ERBF + local 1ad],®S

dword ptr [ERF + local 1b4],.ES

dword ptr [EREF + local 1adl],®S

dword pix [ERP +

local 1bc], B

EDI->1SERI2. DLL: iwapeintfA
RSP, x4
RAXK, |ERX + OxROA]

EAX
dword ptr [->KERNEL3I2.DLL:: latrlanh]

EiI,dword ptr |->KERNEL3I2.DLL::lstecath]

EAX, BAX
LAE 00401c5E
DAT 0040730
EAX, |[EEX + OxAO0A]

A
Eil->*RERNELIL . DLL: : Iatraath

XREF[1]: oodnledk(3)
EAX=>loval 1ie, [ERF + Oxfffffedi]

X
EAX, [EBX + OxA0A]

Ao

EAT-»KERMELAL . DLL: : Iatraath

-QI“
® | 755FF641 0868 E8 or byte ptr ds:[eax-18],ch

® || 755FF644 16 push ss

#||7S55FF645 ~ 67:75 E8 jne kernel32.755FF630

®([755FF648 2C 91 sub al,91

® || 755FF64A 0000 add byte ptr ds:[eax],al eax:"__IRAOFF;1742194 "
® | 755FF64C 8365 FC 00 and dword ptr ss:[febp-4§,0

®|[755FF650 8B55 0C mov edx,dword ptr ss:[febp+Cj

® || 755FF653 8BF2 mov esi,edx esi:IstrcatA

'@ || 755FF655 8A02 mov al,byte ptr ds:[edx]

®||755FF657 42 inc edx

®(|7S5FF658 84C0 test al,al

‘®(|7S5FF65A| ~ 75 F9 jne kernel32.755FF655

® || 755FF65C 2BD6 sub edx,esi esi:IstrcatA

® || 755FF65E 8B7D 08 mov edi,dword ptr ss:febp+s) edi:wsprintfa
®|[755FF661 4F dec edi edi:wsprintfa

® || 755FF662 8DSF 01 lea ebx,dword ptr ds: [edi+1] edi+0l:wsprintfA+l
'@ || 755FF665 8A47 01 mov al,byte ptr ds:[edi+1] edi+0l:wsprintfa+l
®||755FF668 47 inc edi edi:wsprintfAa
®(|755FF669 84C0 test al,al

‘®||755FF668B ~ 75 F8 jne kernel32.755FF665

® (| 7S5FF66D 8BCA mov ecx,edx

® || 755FF66F C1E9 02 shr ecx,2

® | 755FF672 F3:AS rep movsd

® || 755FF674 8BCA mov ecx,edx

®||755FF676 83E1 03 and ecx,3

®||755FF679 F3:A4 rep movsb

®||755FF67B C745 FC FEFFFFFF mov dword ptr ss:[ebp-4J,FFFFFFFE

® (| 755FF682 8BC3 mov eax,ebx eax:"__IRAOFF:1742194
®(755FF684 8B4D FO mov ecx,dword ptr ss:[febp-10§

® (| 755FF687 64:890D0 00000000 mov dword ptr : [0],ecx

® || 755FF68E 59 pop ecx

® (| 7S5FF68F SF pop edi edi:wsprintfa

® || 755FF690 SE pop esi esi:lIstrcatA
AalzscEEcal SR

'.d11:$1F640 #10640 <lIstrcatA>

D09SDESBD

D098DES4 | 0098DF50

NNARNFRR

DD98EBA4 | " IRAOFF:1742194 "
"\"__IRAFN:C:\\Users\\Student\\Desktop\\malware. exe\""

The users active flag name (the username/computer name of the machine), saved as

(13

IRAFN:(users active flag name stored as a string)”.



3.)

00401cT8 €8 d0 74 40 PUSH s_ ™ IRAFN:%s"_004074d0 - s,
00
00401c7d 50 PUSH EAX
00401cTe ££ d7 CALL EDI=>USER22.DLL: :wsprintfh
0040180 82 c4 De ADD ESP, Oxc
00401cB2 €8 =0 74 40 PUSH DAT_004074e0 = 3
00
00401cB8 Bd 82 08 08 LEA EAX, [EEX + 0xB808)
00 00
00401cBe 50 PUSH EAX
00401cBE ££f dé CaLL ESI=>RERNEL22.DLL::lstrcatd
00401c%1l Bd 85 dB fe LEA EAX=>local_l2c, [EBF + Oxfffffedd]
££ ££
0040157 50 FUSH EAX
00401c98 B4 83 08 08 LEA EA¥, [EBX + 0xB808)
00 00
00401c%e 50 FUSH ERX
00401c9f ££ dé CALL ESI=>FKERNEL22.DLL::1lstrcatd
.
®|755FF641 0868 E8 or byte ptr ds:[eax-18],ch
®| 755FF644 16 push ss
---®(|755FF645 ~ 67:75 E8 jne kernel32.755FF630
®| 755FF648 2C 91 sub al,91
® | 755FF64A 0000 add byte ptr ds:[eax],al eax:"__IRAOFF:1742194 \"__1
®(|755FF64C 8365 FC 00 and dword ptr ss:[febp-4§,0
® | 755FF650 8B55 0C mov edx,dword ptr ss:[febp+C}
®||755FF653 8BF2 mov esi,edx esi:IstrcatA
@ || 755FF655 8A02 mov al,byte ptr ds:[edx]
®||755FF657 42 inc edx
®(|755FF658 84C0 test al,al
---@||755FF65A| ~ 75 F9 jne kernel32.755FF655
®||755FF65C 2BD6 sub edx,esi esi:IstrcatA
®| 755FF65E 8B7D 08 mov edi,dword ptr ss:febp+s§ edi:wsprintfA
®||755FF661 4F dec edi edi:wsprintfA
®|[755FF662 8D5F 01 lea ebx,dword ptr ds:[edi+1] edi+01l:wsprintfa+l
--)>@®||755FF665 8A47 01 mov al,byte ptr ds:[edi+1] edi+0l:wsprintfA+l
®||755FF668 47 inc edi edi:wsprintfAa
®||755FF669 84C0 test al,al
---®||755FF668B ~ 75 F8 jne kernel32.755FF665
® || 755FF66D 8BCA mov ecx,edx
® (| 7S55FF66F C1E9 02 shr ecx,2
®|755FF672 F3:AS rep movsd
®|755FF674 8BCA mov ecx,edx
®|755FF676 83E1 03 and ecx,3
®(|755FF679 F3:A4 rep movsb
®||755FF678 C745 FC FEFFFFFF mov dword ptr ss:|[lebp-4J,FFFFFFFE
® | 755FF682 8BC3 mov eax,ebx eax:"__IRAOFF:1742194 \"__!
®||755FF684 8B4D FO mov ecx,dword ptr ss:[ebp-103
®(|755FF687 64:8900 00000000 mov dword ptr : [0],ecx
®| 7S5FF68E 59 pop ecx
® || 755FF68F SF pop edi edi:wsprintfaA
® || 755FF690 SE pop esi esi:IstrcatA
—MIZSCEESa) SR nan_shy

132.d171: $1F640 #10640 <IstrcatA>

B 00397ES54C | 0097EF70 | "_IRAOFF:1742194 \

7| 0097E550| 003E74E0 | malware. 003E74E0

The users connection type (such as speed/method), saved as “ IRCT:(users connection type

stored as a string)”.

"__IRAFN:C:\\Users\\Student\\Desktop\\malware.exe\""



00401caf €8 c4 74 40 PUSH s_"__ IRCT:%d"_004074c4d = IRCT: &
00
00401chb4 50 PUSH EAX
00401cbS ££ d7 CALL EDI=>USER22.DLL: :wsprincfl
00401cb? 82 c4 Oc ADD ES®, Oxc
00401cba €8 e0 74 40 PUSH DAT_004074e0 -
00
00401cbf B84 83 08 08 LEX EAX, [EBX + 0x808)
00 00
00401ceS 50 PUSH EAX
00401cc€ ££ dé CALL ESI=>KERNEL22.DLL::1lstrcatd
00401ccB B8d 85 d8 fe LEX EAX=>local_12c, [EBP + Oxfffffeds)
££ ££
0040lcce 50 PUSH EAX
00401ccf 8d 82 08 08 LEA EAX, [EBX + 0x808)
00 00
00401cd5 S0 FUSH EAX
00401cd€é ££ dé CALL ESI=>KERNEL22.DLL::lstrcatd
755FF641 0868 ES8 or byte ptr ds:[eax-18],ch
755FF644 16 push ss
755FF645 ~ 67:75 ES8 jne kernel32.755FF630
755FF648 2C 91 sub al,91
755FF64A 0000 add byte ptr ds:[eax],al eax:"___IRAOFF:1742194 \"_1|
7S5FF64C 8365 FC 00 and dword ptr ss:[febp-4§,0
755FF650 8B55 0C mov edx,dword ptr ss:[ebp+Cl)
755FF653 8BF2 mov esi,edx esi:listrcatA
755FF655 8A02 mov al,byte ptr ds:[edx]
755FF657 42 inc edx
755FF658 84C0 test al,al
755FFGSA ~ 75 F9 jne kernel32.755FF655
755FF65C 2BD6 sub edx,esi esi:IstrcatA
755FF6G5E 8B7D 08 mov edi,dword ptr ss:[febp+s) edi:wsprintfa
755FF661 4F dec edi edi:wsprintfa
755FF662 8DSF 01 lea ebx,dword ptr ds:[edi+1] edi+0l:wsprintfA+l
755FF665 8A47 01 mov al,byte ptr ds:[edi+1] edi+01:wsprintfA+l
755FF668 47 inc edi edi:wsprintfa
755FF669 84C0 test al,al
755FFG6B ~ 75 F8 jne kernel32.755FF665
755FF66D 8BCA mov ecx,edx
755FF66F C1E9 02 shr ecx,2
755FF672 F3:AS rep movsd
755FF674 8BCA mov ecx,edx
755FF676 83E1 03 and ecx,3
755FF679 F3:A4 rep movsb
755FF678 C745 FC FEFFFFFF mov dword ptr ss:[ebp-4§,FFFFFFFE
755FF682 8BC3 mov eax,ebx eax:"__IRAOFF:1742194 \"_1I
755FF684 8B4D FO mov ecx,dword ptr ss:|[ebp-108
755FF687 64:890D0 00000000 mov dword ptr : [0],ecx
755FF68E 59 pop ecx
755FF6G8F SF pop edi edi:wsprintfa
755FF690 SE pop esi esi:IstrcatA
lLzsceccal SR nan_ehy

111:$1F640 #10640 <lIstrcatA>

}97E54C | 0097EF70 | "__IRAOFF:1742194 \"__ IRAFN:C:\\Users\\Student\\Desktop\\malware.exe\" \"__IRCT:0\""
J97ES50 | O0O3E74E0 | malware.003E74E0
)97E554

00000000
197FSSRINNA7F7ARR
4.) The users terminal services session (such as local or remote desktop), saved as “ IRTSS:(users

terminal services session stores as a string)”.



00401lcea €8 b4 74 40 PUSH =s_"__ IRTS3:%I€4u™_004074b4

o0
00401cef 50 FUSH EAX
00401c£0 ££ d7 CALL EDI=>TUSER22 _DLL: :weprintfh
00401c£2 B2 c4 10 ADD ESP,0x10
00401c£5 €8 0 74 40 PUSH DAT_004074e0
00
00401cfa B8d 83 08 08 LEA EA¥, [EBX + 0xB808]
00 00
00401400 S50 FU3H EAX
00401401 ££f d€ CALL ESI=>FERNEL22.DLL: :lstrcathA
00401d02 Bd 85 dB fe LEX EA¥=>local_l2c, [EEF + OxfffffedS]
££f ££
00401408 50 PU3H EAX
00401d0a Bd 82 08 08 LEA EAX, [EBX + 0OxB08]
00 00
00401410 S50 FUSH EAX
00401d1l ££ d€ CALL ESI=>FEERNEL32.DLL: :lstrcati
3 6A db &4 Tstrcata
755FF641 0868 E8 or byte ptr ds:[eax-18],ch
755FF644 16 push ss
-®||755FF645 | ~ 67:75 E8 jne kernel32.755FF630
®| 755FF648 2C 91 sub al,91
@ || 755FF64A 0000 add byte ptr ds:[eax],al
® | 755FF64C 8365 FC 00 and dword ptr ss:febp-4J,0
®|([755FF650 8B55 0OC mov edx,dword ptr ss:[febp+C}
®([7S55FF653 8BF2 mov esi,edx esi:Istrcata
»® || 755FF655 8A02 mov al,byte ptr ds:[edx]
®||755FF657 42 inc edx
®||755FF658 84C0 test al,al
@ || 755FF65A ~ 75 F9 jne kernel32.755FF655
® | 755FF65C 2BD6 sub edx,esi esi:IstrcatA
®|[7SS5FFE5E 887D 08 mov edi,dword ptr ss:[febp+s§
®||755FF661 4F dec edi edi:"_IRAOFF:1742194 \"__IRAFN:C:\\Users
® | 755FF662 8DSF 01 lea ebx,dword ptr ds:[edi+1] edi+01:"_IRAOFF:1742194 __IRAFN:C:\\Use
'@ || 755FF665 8A47 01 mov al,byte ptr ds:[edi+1] edi+01:"_IRAOFF:1742194 __IRAFN:C:\\Use
®(|755FF668 47 inc edi edi:"_IRAOFF:1742194 \"_IRAFN:C:\\Users
®|(|755FF669 84C0 test al,al
® || 755FF66B ~ 75 F8 jne kernel32.755FF665
® | 755FF66D 8BCA mov ecx,edx
® || 755FF66F C1E9 02 shr ecx,2
® || 755FF672 F3:AS rep movsd
e ||755FF674 8BCA mov ecx,edx
®| 755FF676 83E1 03 and ecx,3
®|[755FF679 F3:A4 rep movsb
® || 755FF678B C745 FC FEFFFFFF mov dword ptr ss:|[ebp-4J,FFFFFFFE
® | 755FF682 8BC3 mov eax,ebx
e |[755FF684 8B4D FO mov ecx,dword ptr ss:febp-10§
® | 755FF687 64:890D0 00000000 mov dword ptr : [0],ecx
7S5FF68E 59 pop ecx
® || 755FF68F SF pop edi edi:"__IRAOFF:1742194 \"__IRAFN:C:\\Users
® || 755FF690 SE pop esi esi:IstrcatA
AlZSCEELSA) SR non_ashx

2.d11:$1F640 #10640 <IstrcatA>

003E1DC6 |return to malware.003EIDC6 from 777
D0S7E54C | 0097EF70 | "__IRAOFF:1742194 \"__IRAFN:C:\\Users\\Student\\Desktop\\malware.exe\" \"_IRCT:0\" \"_IRTSS:0\""
00S7E550| 003E74E0 | malware. 003E74E0

DO97ESS5 4| 00000000

The Exfiltration Process

After the program adds the final piece to the large formatted buffer which is stored in EDI, it begins the
exfiltration process to the command and control server. First, the program checks if it is running in debug
mode or not by checking if DAT 0040ab80 is zero. DAT 0040ab80 being zero would mean that the
program is not being ran in debug mode.

0040lde8 33 cS XOR param l,param 1
00401ldea 35 0d 80 CHP dword ptr [DAT 0040ab80],param 1
ab 40 Q0

00401d£0 74 le JZ LRE 00401e03



in the case below, ECX is zero, which would mean it is not being ran in debug mode and it does take the
jump to LAB 00401e08.

3900 S0AB3E0D
74 16

EAX 00000001
EBX  0093E318

R TRaArE ke | ECX 00000000
| | Eox 02910000

EBP  D093E2F4

ESP  0093E104

ESI  755FF640

EDI  0093EB20

51
8D83 24120000

50
8D83 08080000
50

51
FF15 6C713E00
6A 3C

SE
56

If the program is running in debug mode, it creates a popup with that tells the developer the account
infromation that the program harvested, and prints it in a message box.

00401ldea 35 04d 20 Q4P dword ptr [DAT_0040abs80],param 1
ab 40 00

00401d£0 74 le Jz LAE 00401le08

00401d£2 51 PUSH param 1

00401d£3 2d 383 24 EA EAX, [EBX + 0x1224]
12 00 00

00401d£s 50 PUSH =23

00401dfa 2d 33 082 LEA E2X, [EBX + 0x808]
08 00

00401e00 50 PUSH E

00401le0l1l 51 PUSH param 1

00401le02 ££ 15 €c CALL dword ptr [->USER32.DLL::MessageBoxA]
71 40

FLARE-VM Sat 05/02/2026 18:25:47.88
C:\Users\Student\Desktop>malware.exe /~DBG

FLARE-VM Sat 05/02/2026 18:26:01.U5
C:\Users\Student\Desktop>

C:\Users\Student\AppData\Local\Temp'_ir_sf_temp_33\irsetup.exe

/~DBG __IRAOFF:1742194
*__IRAFN:C:\Users\Student\Desktop\malware.exe” *__IRCT:0" *__IRTSS:0"
*__IRSID:S-1-5-21-2602666278-2167643177-2780734493-1001"

If the program is not running in debug mode, it attempts to launch setup. If it successfully launches setup,
it jumps to LAB_00401eb7.

00401le73 ££ 15 4c CALL dword ptr [->SHELL3Z _DLL::ShellExecuteExA]
71 40 00

00401e79 285 0 TEST EAY EAY

00401le7k 75 3a JNZ LAE 0040leb7

LAB_00401eb7 is where the command and control loop starts. First, using MsgWaitForMultipleObjects,
the program presumably waits for a message back from the server signaling that it has connected. Once it
has gotten a reply from the server, it jumps to LAB_00401ef0.



LAB 0040L1£05 XREF[1]: 00401eb£f(3)

00401£05 €8 ££ 00 PUSH Ox£f
Q0 00

00401£0a €a f£f£ PUSH -0xl

00401£0ec 57 PUSH

00401£0d 8d 85 c4 LEA
fe ff ff

00401£13 50 PUSH ERX

00401£14 5S¢ PUSH ESI

00401£15 ££ 15 70 CALL dword ptr [->USER32.DLL::MsgWaitForMultipleObj...
71 40 00

00401£1b 3b c€ cMpP EAX,ESI

00401£1d 74 dl JZ LAB 0040lef0 A&t

LAB 00401ef0, the PeekMessageA function is used to read the message from the server. In the
PeekMessageA function, local 194, which is being passed in as EAX is used to store the message
received. If the message is received, the function jumps to LAB_00401ecl.

LAB 0040lef0 XREF[2]: 00401led4(3), 00401£1d(3)

0040lef0 5S¢ PUSH ESI
0040lefl 57 PUSH EDI
0040lef2 57 PUSH EDI
0040lef3 57 PUSH £
0040lef4 3d 385 70 LEA EAX=>local_194, [EBP + Oxfffffe70]

fa L 1L
0040lefa 50 PUSH EAX
0040lefb ££f 15 Sc CALL dword ptr [->USER32.DLL::PeekMessagel]

71 40 00
00401£01 85 c0 TEST EAX,ERX
00401£03 7f bc JG LAB 0040lecl [\1

LAB_00401ecl, the program checks what the message from the server is.

LAB 0040lecl XREF([1]: 00401£03(3)

0040lecl 23 bd 74 QP dword ptr [EBP + local_190],0xf

fe £ff £ff Of
0040lec8 74 Oc Jz LAB 0040lede
0040leca 381 bd 74 QP dword ptr [EBP + local_150],0x200

fe ff ff

00 02 00 00
0040led4 75 la JNZ LAB 0040lef0

The first possibility is a heartbeat from the server, in which case a jump to LAB_00401ed6 will happen.
At LAB_00401ed6, the program just sends a message to the server to keep the connection.

LRE 0040lede XREF[1]: 00401le=3(35)

0040led€ 2d 85 70 LEA EAX=>local_194, [EEP + Oxfffffe70]

fe £ff ff
00401ledec 50 PUSH EAY
0040l1ledd ££ 15 54 CALL dword ptr [->USER32.DLL::TranslateMessage]

71 40 00
0040lee3 2d 85 70 LEA EA¥=>local 194, [EBP + Oxfffffe70]

fe ff f£f
00401lees 50 PUSH EAX
0040leea ££ 15 58 CALL dword ptr [->USER32.DLL::DispatchMessageh]

71 40 00
The second possibility is the killswitch from the server. If the server sends 0x200, it is essentially telling
the program that it has found what it needs, and to stop running, which is why there is no command after
the killswitch being read.



The final possibility is any other message, in this case, the server tells the program to jump to

LAB 00401ef0 and keep listening for more messages.

LAB 0040lef0 XREF[2]: 00401led4(3j), O
00401ef0 5S¢ PUSH ESI
)0401efl 57 PUSH EDI
0040lef2 57 PUSH E
)0401e£3 57 PUSH EDI
10401ef4 28d 85 70 LEA EA¥=>]ocal_154, [EBP + Oxfffffe70]
e £f£f £ff
0040lefa 50 PUSH E
0040lefb ££f 15 5c CALL dword ptr [->USER32.DLL::PeekMessagel]
71 40
00401£01 85 <0 TEST ZA
00401£03 7f be JG LAB 0040lecl

Yara Rule for Detection

rule ghOstRat {
strings:
$debug_flag ="/~DBG"
$temp path="_ir_sf temp"
$security format="__IRSID:"
$offline_format="_ IRAOFF:"

$active format=" IRAFN:"

$conn_format="__ IRCT:"

$terminal format="__ IRTSS:"
condition:

uint16(0) == 0x5A4D and

(4 of ($security _format, Soffline format,

$active format, $conn format, $Sterminal format))
and ($debug_flag or $temp path)

C:\Users\Student\Desktop>yara malware.txt malware.exe

malware malware.exe

FLARE-VM Mon 05/04/2026 16:13:29.42



